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Abstract

The Internet of Things (IoT) has extensively transformed the industry. The innovation of 5G technology and its rapid growth
have enabled fast communication between IoT devices and the cyber domain. Technological advancement and the desire
for ease of life have resulted in the development of the concept of smart cities. Security is one of the prime objectives of
smart cities. The surveillance video management system is rapidly expanding its scope and applications. The use of 5G
technology in smart cities enables the integration of real-time video observations with access to specific locations. This
allows facial recognition to detect known criminals or a person of interest in a crowd. Facial landmark detection (FLD)
is an essential step in facial attribute analysis, the face recognition pipeline, and face verification. Currently, researchers
are focusing on convolutional neural network (CNN) based facial landmark detection approaches, and they have attained
substantial advancement. However, occlusion is still the leading cause of difficulty impeding the ability of convolutional
neural networks to achieve accurate results. Because attention plays a vital role in the human visual system, the significance
regarding rich feature representation in computer vision problems has been recently proved by researchers. In this paper, an
occlusion-adaptive attentive deep network (OADN) is proposed for facial landmark detection. In short, we extend our already
well-established occlusion-adaptive deep network (ODN) by modifying the geometry-aware module (GM) and distillation
module (DM). The results of our experiments show that our proposed model outperforms the current state-of-the-art methods
on the available benchmark datasets. It reduces the error from 4.17 to 3.82 for the 300W Full-set dataset. After training on
the Menpo dataset, the error decreases to 3.63, this is a 13% decrease in error compared to that of the ODN. In addition,
we perform a statistical analysis with a 95% confidence interval to validate the effectiveness of our proposed methodology.
Our method reduces the total number of network parameters from 6.6 million to 5.46 million, an approximately 16%
decrease in network parameters, effectively reducing the training time and cost. Hence, it is more suitable for scalable data
processing. Furthermore, taking advantage of our proposed model’s inherently low weight, we also propose a distributive
facial recognition model for 5G camera-based surveillance systems.

Keywords Facial landmark detection - Cyber-physical system - Attention - Spatial attention - Channel-wise attention -
Facial recognition

1 Introduction

Technological advancement, efficient management, and the
desire for an easy life have enabled the development of
smart cities. Security is one of the prime objectives of
a smart city. Regarding physical security, cyber-security
biometrics is one of the most reliable and robust methods for
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human identification. The objective is to monitor the city,
classify trouble spots and persons, and take protective and
corrective measures [1-3]. This method increases the need
for 24/7 video surveillance of streets, public places such as
passenger stations (bus/train/airport, etc.), shopping centres,
etc., and the need to logically examine them to detect
criminal activities. Even the ability to identify individuals in
a crowd has become necessary. 5G in smart cities enables
the integration of real-time video observations with access
to specific locations [4, 5]. All of the above allows the
use of facial recognition to detect known criminals or a
person of interest in a crowd. loT-based devices such as 5G
video surveillance cameras can also be connected to a cyber-
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domain-enabled cyber-physical system (CPS). Increasing
demand for face recognition technology in the cyber-
security and physical security domains, such as in cyber-
physical systems [6—12] renders face-based authentication
and authorization as very attractive due to their high
accuracy and ease of use. Facial landmarks are generally
used as part of a pre-processing step of facial recognition
for facial alignment. Incorrect landmark locations indicate
incorrect semantic alignment among the faces or features,
which can further result in matching or classification
inaccuracies. Perfect alignment is often challenging without
perfect facial landmark detection, as mention in Fig. 1. The
detection of the landmarks is very challenging when the face
is occluded as mentioned in Fig. 2, which affects the overall
performance of the system. Accurate landmark detection
ultimately helps to improve the accuracy of facial detection.

Previously, to address occlusion, we proposed the ODN
[14]. The ODN consists of three modules: a GM to capture
the geometric relation among facial components, a DM to
model occlusion, and a low-rank learning module (LM)
to recover missing features. The ODN works very well
on profile facial images as mentioned in Fig. 3, but the
progress in terms of extreme poses and expressions is
not satisfactory because the geometrical structure helps
the network recover missing features of profile photos but
misleads the network in the case of extreme poses and
expressions. In the case of exaggerated poses and emotions,
the structure misleads the network into learning missing
features. Second, the ODN uses two separate subnetworks
to model occlusion and improve feature representation
through attention, which is computationally inefficient and
expensive. To address this problem, in this paper, we
proposed the OADN by modifying the geometry-aware
module (GM) and distillation module (DM) of the ODN.
We replaced the GM and DM with an attention module.

To be more specific, our contributions can be summa-
rized as follows: i) We modified the structure of the ODN
in terms of model occlusion and capture the global facial
appearance to achieve better performance. ii) To the best of
our knowledge, we are the first to introduce the channel-
wise attention (CA), and spatial attention (SA) for FLD
to model occlusion and obtain rich feature representations
simultaneously. iii) Our method reduces the total number
of network parameters, which effectively reduces the train-
ing time and cost; hence, it is more suitable for scalable
data processing. Furthermore, taking advantage of the inher-

Fig.1 An example of
misalignment from [13] by
incorrect facial landmarks

ently low weight of our proposed model, we proposed a
distributive facial recognition model for 5G camera-based
cyber-physical surveillance systems. The results of our
experiments show that our proposed model outperforms the
current state-of-the-art methods on the available benchmark
datasets.

The remainder of the paper is organized as follows.
Related work is elaborated in Section 2. We elaborate
our proposed Occlusion-adaptive Attentive Deep Network
(OADN) solution in Section 3. Detailed experiments of our
proposed framework are spelled-out in Section 4. Section 5
is about Application for 5G Camera based Cyber-Physical
Surveillance Systems. Section 6 draws the conclusion of this

paper.

2 Related work

Facial points can be defined as the predetermined indication
points on a given face graph. Mainly, these points are placed
around the familiar components of the face, e.g., ear, eyes,
nose, mouth, and chin. Usually, these points are located
around or centre on some common facial components. The
tasks related to facial analysis can differ based on the
numbers, types, and required quantity of landmarks and the
use of these landmarks. Localization of these landmarks
has been done for facial analysis tasks, and it has drawn
more attention from researchers during the last decade due
to its importance. FLD is a key step for many facial analysis
tasks, e.g., facial action unit detection, face recognition,
face expression detection, face frontalisation, head pose
estimation and 3D face modelling [16] etc. The objective
behind FLD is to identify some precisely predefined key
markers on facial components. There are several challenges
regarding FLD, e.g., occlusion, illumination, expressions,
and extreme poses.

Existing FLD methods can be categorized gener-
ally into three main groups: regression-based methods,
template-based methods, and deep-learning-based methods.
Regression-based techniques learn the mapping from the
facial image appearance to landmark locations, and unlike
template-based methods, regression-based methods do not
usually build global shape models [17].

Regression-based methods predict all facial landmarks
jointly, but the shape constraint and structure information
are learned through the process [14]. Template-based
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Fig.2 Examples of the
occlusion by glasses, food,
masks, hair, and hands, etc.
From COFW dataset [15]. It can
be easily observed that it is
difficult to identify facial
landmarks in presence of
occlusion

methods leverage information about the facial appearance
and global facial shape, controlling facial appearance and
shape variations through statistical models [17]. These
models learn a parametric shape model through a dataset
that is already labelled to model the changes in facial shape
using principal component analysis (PCA). Furthermore,
PCA is used to build the global facial shape and
facial appearance. This entire process helps to refine the

Fig.3 Feature extraction
structure of Geometry-aware
Module (GA) and Local

fitting algorithm. Some notable examples are active shape
models (ASMs) [18], “Face detection, Pose estimation, and
Landmark Localization”; (FPLL) [19], active appearance
models (AAM) [20], and discriminative response map
fitting (DRMF) [21]. The drawback of this kind of modes is,
the reconstruction error effects whole face under occlusion,
and as a result, all this leads model in hard circumstances,
being unable to locate facial landmarks.

receptive filed

a)
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To solve computer vision problems, deep learning (DL)-
based methods are getting a prominent place. Inspired by
the popularity and effectiveness of DL based methods,
FLD researchers also started to apply DL techniques to
solve FLD related problems [22-28]. In comparison to
conventional methods, DL based methods gained higher
performance [29, 30]. Lately, CNN based models gained a
prominent place in DL based solutions to deal with FLD
related tasks. But, to deal with occluded faces, is yet a
challenge for CNN as well [14, 31], it is because of the
decrease in localizing accuracy due to occlusion. When the
face is partially occluded, it is still challenging to improve
localizing accuracy because occlusion probably deceives
CNN during the learning of features.

To address the occlusion problem, it is important to
identify the occlusion and model it. This task is very
challenging because the occurrence of occlusion is random,
irregular, and complex, as shown in Fig. 2. In the literature,
there have been several attempts [14, 30-34] to solve the
occlusion problem. Wu et al. [32] proposed a supervised
regression method to update the probabilities steadily
of landmark visibility at each iteration. In 2016 Liu
et al. [33] proposed adaptive cascade regression besides
of adaptive exemplar-based shape model to estimate the
occlusion level of each landmark. Later, Xing et al. [34]
proposed an occlusion dictionary into the already existing
face appearance dictionary. The occlusion dictionary is
learned and updated automatically in a data-driven manner.
Recently, in 2019 Zhu et al. [30] proposed BCNN-JDR. In
BCNN-JDR, each part of the face is treated with a separate
pipeline. The objective is to share minimum information
with other components pipelines to avoid correlative impact.
As different facial components have a different number of
facial points as well as different levels of hardness to predict
facial points. It is challenging to calculate the unbiased
hardness due to a lack of balance benchmark dataset. For
example, if during the prediction of mouth hardness if
the dataset has more or fewer number of images having
different expressions, occlusions, poses than those of other
parts.

Attention plays a very significant role in capturing long-
range dependencies. Usually, the objective behind attention
is to tell the network precisely where to focus on by
calculating the response for a particular location as a
weighted sum of the features at all positions [35, 36].

Attention plays a vital role in the human visual system
[37-39]. To improve the performance of CNNs by using
attention, several attempts have been made in the literature.
Huifang Li et al. [40] proposed the spatial alignment
network (SAN) for FLD based on the hand-crafted method
and learning-based method. The basic target problem of
SAN is to deal, appearance and spatial variations. But the
problem with SAN is, if it uses a handcrafted method, the

efficiency is very low. If it uses a learning base method, it
is not steady. To improve network performance Attention
Alignment Network (AAN) [41] and Joint AU detection and
face Alignment Network (JAA-Net) [42] also use spatial
attention for FLD. As we already discussed, the purpose of
SA is to tell network ‘where’ to focus, but still, the network
is not aware of ‘what’ to focus. In image classification
tasks CA and SA [31, 43-45] can yield a significant
improvement.

3 Occlusion-adaptive attentive deep
network

3.1 Occlusion-adaptive deep network (ODN)

The overall ODN structure can be divided into three
modules. The LM is followed by the DM and GM. A shared
structure matrix is generated by the GM and DM to help
the LM recover missing features. The purpose of the GM is
to capture the geometric structure of the facial image. The
DM is used to model the occlusion probability. In the ODN,
the occlusion probability is based on high-level features. In
regular scenarios, irregular positions of the camera affect
facial images by spatial and appearance variations because
the images are collected in the wild [46].

We observe that the distillation module does not have
enough rich feature representation and is not able to focus
on occluded parts. Second, the GM works well on profile
faces; in the case of extreme poses and expressions, it
misleads the network into recovering missing features, as
mentioned in Fig. 3. Motivated by the success achieved by
deep learning, we propose in this paper a novel framework
OADN to address this issue. In the OADN, we introduce
the attention module instead of the distillation module. The
experimental results show that our model performs better
than the current state-of-the-art methods on benchmark
datasets.

To be more specific, to obtain the OADN, we modify
the last residual block of ResNet-18 [47]. The detailed
structure of OADN is as per Fig. 4. For simplification, the
OADN structure can be divided into two modules. Attention
module (AM), and low-rank learning module (LM). AM
consists of three subnetworks. To capture holistic facial
features, we use subnetwork-A, consisting of three 3 x 3
convolutional layers with two short connections, aiming to
assemble facial features more accurately in reverse order.
To model occlusion, we use subnetwork-B. Subnetwork-B
exploits a residual block to implement CA and SA. The
main objective is to model occlusion more precisely and
obtain a rich representation of facial features.The aim of
subnetwork-C is to avoid input signal decay to obtain stable
features. Furthermore, the output of B and C is integrated
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(a) The detail implementation structure of
channel attention

(b) The detail implementation structure of
spatial attention

Fig. 4 The diagram of the proposed Occlusion-adaptive Attentive Deep Network with detail implementation of channel attention, and spatial

attention

by element-wise multiplication to assign small weights to
the background and occluded parts.Finally, as the output
from subnetwork-B and subnetwork-C, for a holistic face,
a weighted feature map (clean features) can be obtained.
Finally, the output from subnetwork-B and subnetwork-C
is concatenated with the output of subnetwork-A to obtain
a high-dimensional single-feature map to obtain a hybrid
feature map of the facial graph. Furthermore, these hybrid
feature maps are used as the input of the LM after down
sampling and flattering. The objective of concatenation is to
obtain a hybrid feature representation of facial appearance.
The LM recovers the missing features of the face by
modelling the inter-feature correlation. Mathematically in

OADN, the given training set [(I,-, S’,)} can be learned by
(1.

mln%é”& - SHi + BRank (M) 1)

Where S and S represents ground-truth and corresponding
prediction. S = {s1,$2,..5.} and S = W;CMTX. The
output of the geometry-aware module is denoted as X'. L
and s are the numbers of landmarks and facial landmarks,
respectively. 3 is used as a regularization factor to adjust the

@ Springer

rank of M. W ;. means, the parameters of a fully connected
layer. The OADN trained in an end-to-end manner the same
as ODN.

3.2 Attention module

As already discussed, feature representation plays a
significant role in modelling occlusion more precisely
and learning missing features more proficiently. The
effectiveness of CA and SA for image classification related
tasks has already been determined by [43—45]. Inspired
by their work, we incorporated CA and SA to obtain rich
feature representation and model occlusion more accurately.
The detailed structure and implementation details of CA
and SA are shown in Fig. 4a, and b, respectively. In
OADN the attention module consists of subnetwork-B, and
subnetwork-C. The subnetwork-B exploits a residual block
to implement CA and SA, respectively. The main goal
is to model occlusion more accurately and get the rich
representation of facial features. The aim of subnetwork-
C is to avoid input signal decay, to obtain stable features.
Overall refined feature map can be defined as (2).

F=Z2 eZ )
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Where F represents the final feature map after merging the
residual map and the attention map. The Z is a feature map
obtained through the attention process, and Z represents the
feature map of previous residual blocks. In simple words, F
is output of element-wise multiplication between 2~ and Z.

3.3 Channel-wise attention and spatial attention

Usually, researchers increase the width or depth of the cor-
responding network to obtain better feature representation
during network engineering. In deep networks, the increase
in network parameters affects the efficiency in terms of cost
and time. Furthermore, the assembling of features accu-
rately in reverse order is also a questing mark. To deal with
this issue [43, 45] used attention and proved its effectiveness
for image classification tasks. We also used CA to guide
the network ‘what’ is meaningful in a given facial image,
and SA guide the network ‘where’ to focus. The objective
behind this attempt is to ensure the sensitivity of network
to informative features. To simplify, CA and SA can be
written, as mentioned in (3) and (4), respectively.

Z=M(2)eZ A3)

M., Z denotes the channel-wise attention map, and the
feature map of prior residual blocks, respectively. In short,
Z’ can be obtained by element-wise multiplication of
M.(Z)and Z

Z =M (Z)eZ 4)

M is the spatial attention map and Z’ is the feature map
obtained by channel-wise attention. The objective of CNN
is to extract the features from a given image. If an image
W x H x 3 passes over convolutional layer with C channels.
CNN uses filters to scan the given image and produce a
W x H x c feature map as output, it can be input of further
convolutional layers.

To get a channel attention map, we squeezed the spatial
dimension of the input feature map. To get distinct features
of the given object to refine CA, we used max-pooling along
with average-pooling. As max-pooling guides network more
precisely towards more distinct features. Mathematically,
the channel attention map can be as per (5).

M. (Z)=0c(MLP (AvgPool (Z))
4+ MLP (MaxPool (2))) 5)

= o (W (Wo (ngg)) + Wi (Wo (Z,00)))

We accumulated spatial information of feature maps
through max-pooling and average-pooling to obtain chan-
nel attention. Later, two separate context descriptor: Zj,
and Z§, o> Tepresents max-pooled and average-pooled fea-
tures correspondingly. As mentioned in Fig. 4a, a shared
network with both descriptors generates channel attention
map M. € R'*1%¢ The shared network consists of Multi-
Layer Perceptron (MLP) with one hidden layer. We used
hidden activation size R'*!*7 to reduce parameter over-
head, where ‘r’ stands for reduction ratio, and ‘c’ is number
of channels. We combined the output feature vectors by
element-wise addition after applying the shared network to
each descriptor. Where ¢ means the sigmoid function and
Wo € R7*¢ and W; € RS*7, where Wy, W, means the
shared weights of MLP.

We used the inter-spatial relationship of features to obtain
spatial attention map. The objective of SA is to direct
the network ‘where’ to emphasize more specifically, it is
corresponding to CA. We compute SA by applying pooling
beside the channel axis. The detailed implementation
structure of SA is illustrated in Fig. 4b. We used
max-pooling and average-pooling besides channel axis
and concatenated both to obtain feature descriptors as
mentioned in (6), and Fig. 4b. Furthermore, to attain
spatial attention map M (Z) € RI*W we use a
convolutional layer to direct the network ‘where’ to
emphasize. We combined channel information by using
max-pooling and average-pooling operations, to generate
two 2D maps:Z;,,, € RIXWx1 and 25, € RE>WxI,
M,(Z) =0 <f7X7([Angool(Z); MaxPOOZ(Z)]))
(6)
M(2) =0 (7720 Zpan)) )

4 Experiments

In this section, we broadly assess the performance of
the proposed framework on different benchmark datasets
under various settings for the task of FLD. First, in
Section 4.1, we present optimization details of our proposed
OADN. In Section 4.2, we present some initial details
about the benchmark datasets and used experimental
settings, Section 4.3, elaborates the evaluation metric, and
employment details for the training of OADN. Following
that, we investigate the effect of several system parameters
as well as the contribution of the different components to
the FLD performance. In Section Section 4.4, we present the
ablation study to validate our framework. We resized and
cropped all images (224 x 224) and perform a flip, scale,
rotation tasks and translation to do the data augmentation
for the training set. Same as ODN, we also pre-trained all
our models on the ImageNet dataset [48].
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4.1 Optimization

Mathematically the OADN can be formulated as following
minimization problem:

. 2
S = Si||, + BRankM) +y 1M1

1 N
min— ‘
P2

e IWeld + 2 [ Wrel3 + 0 | Pl + o | P -

Where § = Foapn(@; Wyge; M), and Foapn(.) is our
proposed OADN. P/, and P/ are feature map of channel
attention and spatial attention respectively. W, represents
the parameter set of convolutional layer, and Wy represents
the fully connected layer. M is the parameter set of LM.
Frobenius norms control the shrinkage of all three given
parameter sets with the connected parameters («, y, 1),
respectively. Feature map P from attention module with
parameter 1 is imposed by Li. In (7), A, y, @ are set to
(1x 10’5), n and P are set as (1 x 10’6). The value we
used for o in our case is 0.5 for optimization of CA and SA.

4.2 Datasets

We used different benchmark datasets: 300W [49], AFLW
[50], COFW [15], Menpo [51] and 300VW [52], to broadly
assess the performance of the proposed framework under
various settings for the task of FLD. All these datasets
are benchmark datasets and publicly available for research
purposes. We compare outcomes of our method with
contemporary methods [14, 29-31, 41, 53, 54]. We trained
our model on a 300W training set and tested our model
on other datasets. A summary of datasets used for our
experiments is given in Table 1.

— 300W is a re-known, widely used, and publicly
available dataset for FLD, to measure the effectiveness
of the method. It contains 3,837 images from the

Table 1 The summary of used dataset for performance evaluation

common standing datasets: AFW [19], LEN [55],
LFPW [56] with annotation of 68 landmarks. To train
our proposed model, we divided the 300W dataset into
two parts — one for training and the other for testing
purposes. For training purposes, we used 3,148 images,
rest 689 images used for testing. We divided the testing
samples into three further subgroups: (a) Common-set,
having 554 images (330 images of HELEN and 224
images of LFPW dataset); (b) Challenging-set, having
135 images taken from IBUG dataset; (c) Full-set
having, all 689 images of the testing part.

— COFW is a very famous publicly available dataset
having a total of 1852 images (1345 images are for
training purposes, and the rest of 507 are for testing
purposes). We used COFW to measure the performance
of our proposed model. So, we just used its testing
part. We used the re-annotation of [57] (68 landmarks)
because originally annotated with 29 subcategories.

— 300VW is a publicly available dataset with 114 videos.
All Videos are extracted into corresponding frames and
annotated with 68 landmarks. We divided the 300VW
dataset into two parts — training and testing. For training
purposes, we used 50 videos, rest 61 used for testing.
We the testing samples into three further subcategories.

— Menpo dataset consists of 5,658 semi-frontal and 1,906
profile facial images for training. For testing purposes,
it consists of 5,335 frontal and 1,946 profile facial
images. The training set is publicly available, but
testing data is not publicly released yet. Profile facial
images are annotated with 39 profile landmarks, and 68
landmarks are used for near-frontal faces. We use face
images, annotated with 68 landmarks for our training.
Due to the unavailability of menpo test data, we used
other publicly available datasets for testing purposes.

4.3 Evaluation metric and implementation details
We adopted two evaluation methods to evaluate the

performance of OADN: the Cumulative Error Distribution
(CED) curve [14, 29-31, 41, 53, 54], and Normalized Root

Daata set Total images/Videos  Training images/Videos  Testing images/Videos  Size Purpose
Train. Test.

300W Full-Set 3837 3148 689 224 x 224 Yes Yes

Common-Set - - 554 224 x 224 - Yes

Challenging-Set — - 135 224 x 224 - Yes
COFW 1852 1345 507 224 x 224 - Yes
Menpo 14845 7564 7281 224 x 224 Yes -
300VW(Video) 114 50 61 224 x 224 - Yes
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Mean Squared Error (NRMSE) [14, 25, 29-31, 53] . The
NRMSE can be illustrated as:
I ¢ ‘gi i,
NRMSE = — B — 8
N ; L$2; ®)

where L represents the number of landmarks, and £ is
inter-ocular distance. In our case, §2 is the width of the
bounding box of the AFLW dataset. We used different
settings of parameters to measure the effectiveness, such
as reduction ration r = 16, 32, 64. After detailed analysis,
we found r = 64 is best in our case to have better results.
We also tried different combinations of CA and SA and
found better performance sequentially. For CED, we used
ODN and other most recent methods as our benchmark to
compare our results because these methods have proved
their significance already in comparison to other methods.
Secondly, we generated all CED curves in real-time on same
data. Other results are taken from ODN as reference. We
used all other required parameters the same as used in ODN.

4.3.1 Empirical analysis under normal circumstances

To evaluate our proposed method under normal cir-
cumstances, we used two benchmark subsets of 300W
(Common-set, and Full-set). Both subsets are benchmark
datasets and have very fewer variations in illumination,
pose, and occlusion. Table 2, consists of comparison results
in terms of NRMSE (xlO’z). We compared our results
with the current best models. We can see the results for
the Common-set; OADN improves result upto 3.22, where
as it is 3.56 in ODN. Which proves the significant change
of results for the Common-set. We can see in the CED
curve OADN has significant improvement over other cur-
rent state-of-the-art methods. The same as the Common-set,
we analyzed the proposed model for the Full-set. Substan-
tial change can be seen in Table 2, for the Full-set also.
Figure 5 is about the CED curve for the Full-set and has vig-
ilant improvement in results in comparison to other given
methods.

Table 2 The NRMSE (><10*2) comparison results on Common-set
and Full-set of 300W

Method Year Common-set Full-set
Seq-MT [53] 2018 4.20 4.90
PCD-CNN [29] 2018 3.67 4.44
BCCN-JDR [30] 2019 3.68 4.36

ODN [14] 2019 3.56 £0.0172 4.17 £0.0261
ADN [31] 2019 3.52 4.14

LGSA [25] 2020 3.36 4.06

OADN 2020 3.22 +0.0136 3.82 +0.0213
OADN-Menpo 2020 3.12 +0.0128 3.63 £0.0197

10 B S ————
0.8 1
=
2
*: 06
(=}
)
n;: 0.4
= oron
< - resa
B ADN
= onx
BCCNJDR
0.0 4 Seq AT

002 004 006 008 010 012 014 016
NRMSE

Fig.5 The CED curve on 300W Full-set

4.3.2 Empirical analysis for robustness against occlusion

It is hard to deal with occluded faces than regular faces. We
performed several experiments to check the robustness of
OADN against occlusion. We used two diverse benchmark
datasets: the Challenging-set of 300W, and COFW to
measure the effectiveness of OADN against occlusion.

The comparison results for challenging set are given in
Table 3. We compare our results with the current state-
of-the-art methods. It can be easily observed through the
comparison table, OADN performs better and improves
(x1072) from 6.60 to 6.23, which is a significant
improvement for any model. The results of the COFW
are in Fig. 6. The results of OADN for COFW are also
awe-inspiring and have a significant improvement. Figure 7
is about the CED curve of Challenging-set and COFW,
respectively. Significant improvement in both CED curves
can also be seen.

4.3.3 Empirical analysis for videos

To measure the effectiveness of our model, we use the
300VW dataset, which is a benchmark dataset for FLD

Table3 The NRMSE (x 10*2) comparison results on Challenging set
of 300W

Method Year Challeenging-set
DSRN [58] 2018 9.68

SBR [54] 2018 7.58

SAN [59] 2018 7.55
BCCN-JDR [30] 2019 7.16

ODN [14] 2019 6.67 £0.0107
ADN [31] 2019 6.60

HORNet [60] 2020 6.36

OADN 2020 6.23 +0.0084
OADN-Menpo 2020 6.11 £0.0079
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NRMSE

Fig.6 The NRMSE (>< 10*2) comparison results on COFW dataset

on video. We used the testing part or 300VW, as already
mentioned. For the training of our model, we used 300W
for OADN. Experimental results of all three categories in
comparison to other current state-of-the-art methods are
shown in Table 4. It can be easily observed that our proposed
method outer performs in comparison with other methods.
For Cat. 1, it improves performance from 4.75 to 4.63
for OADN. Same as Cat. 1, for Cat. 2, and Cat. 3, the
improvement in performance on video dataset is significant,
which proves the significance of our proposed method over
other methods in terms of all three categories.

4.4 Ablation study

After implementing the proposed changes, the OADN has a
significant difference in the number of network parameters;
it reduced the number of parameters from 6.60 million
to 5.46 million, which is comparatively very less. This is
also helpful in minimizing the computation time and cost,
especially in the case of scalable computing. Figure 8 shows
the comparison based on the number of network parameters
in millions between OADN, ADN, ODN, and CU-Net-
8 [62]. We just selected the most recent state-of-the-art
methods for comparison purposes. Figure 9 is about the

10 1 ——

0.8

0.6

04

0ADN
HORNET
ADN

Data Proportion

021
onx
BCCNJDR
DSRN

0.0 1

002 004 006 008 010 012 014 016
NRMSE

Fig.7 The CED curve on 300W Challenging-set

@ Springer

Table 4 The NRMSE (x10~2) comparison results on 300VW video
dataset for all three categories

Method Year Cat.1 Cat.2 Cat.3
TSTN [61] 2017 5.36 4.51 12.84
AAN [41] 2018 5.03 4.82 7.98
ADN [31] 2019 4.75 4.34 6.72
OADN 2020 4.63 4.20 6.61
OADN-Menpo 2020 4.46 4.06 6.53

qualitative detection results of the proposed approach for
some sample faces from the 300W full dataset. The ground-
truth landmarks are marked in green color (top row), while
our predicted landmarks with estimated NRMSE are in blue
color (bottom row). We used different settings of parameters
to measure the effectiveness, such as reduction rationr = 16,
32, 64. After detailed analysis, we found r = 64 is best in our
case to have better results.The importance of each module
in illustrated in Table 5. We performed all experiments on
Pytorch [63] DL framework and Nvidia’s K80 platform. The
average FLD time for OADN per image is ~ 3 ms per image
with Core(TM) i7 CPU@3.40GHz and 8GB of RAM. The
speed of our proposed OADN clearly illustrate the realtime
requirement satisfaction.

5 Application for 5G camera based
cyber-physical surveillance systems

As per Cisco forecast, the Global IP video traffic will
be 82 percent of all consumer internet traffic by 2021
[1]. As mentioned earlier, technological advancement and
the desire for ease of life enable the concept of smart
cities.Security is one of the prime objectives of a smart city.
City-wide video surveillance systems applied with video
analysis technology are increasing to enhance the efficiency
of city monitoring and prompt field response as well as
concurrent identification of persons using an intelligent
surveillance system. The objective is to monitor the city,

B CU-Net-8(2019)
¥ ODN(2019)
ADN(2019)

H OADN

O = N W s WV N 0w
o Py
o
3
3
B
o
wn
g‘

Number of parameters in million

Model

Fig.8 The comparison of number of total parameters in millions
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Table 5 The ablation analysis on 300W Challenging set

Model NRMSE
BRNet 7.21
BRNet+LM 6.90
BRNet+AM+LM (without L1 ) 6.37
BRNet+AM+LM(r=32) 6.27
BRNet+AM+LM(r=16) 6.25
BRNet+AM+LM(r=64) 6.23

classify trouble spots and persons, and take protective and
corrective measures. It enables the need for 24/7 video
surveillance of streets, public places such as passenger
stations (bus/train/airport, etc.), shopping centres, etc., and
logically examining them to detect criminal activities. Even
the ability to identify individuals in a crowd becomes
necessary. There is also a need to integrate these data
with data from other sources (such as driver’s licences,
passports, and student IDs) for comparison and to take
quick action. The surveillance video management system is
rapidly expanding its scope of application at the request of
citizens and the development of related technologies.

With the help of advanced technologies, such as
cloud computing, mobile edge computing and artificial
intelligence, the scope and function of surveillance systems
are being enhanced to meet the needs of intelligent
surveillance systems beyond simple monitoring.5G in smart
cities enables the integration of real-time video observations
with access to specific locations. This allows the carrying
out of facial recognition to detect known criminals or
a person of interest in a crowd. The facial recognition
system is one of the prime and reliable models for
biometric authentication and authorization. Face alignment

is an essential pre-processing step of the facial recognition
pipeline. It is most important and challenging to align face
images appropriately with either the reference faces or a
pre-defined general face model with the help of landmarks.
The detection of landmarks is very challenging when the
face is occluded, which affects the overall performance of
the system. Accurate landmark detection ultimately helps to
improve the accuracy of facial detection.

In traditional systems, each entity has separate isolated
surveillance systems, such as banks, shopping malls, and
offices. 5G technology makes it possible to connect all
systems through a central database to monitor the whole
city very intelligently. Connecting thousands or millions of
cameras to a central server is also very challenging because
it affects the performance of the system and the processing
cost. It becomes more complicated when all processing
is performed at a central place. Deep-learning-based
intelligent systems require a large amount of computation;
thus, the need is to build a lightweight and efficient
system. Second, the computation should be distributed, and
the server should perform lightweight tasks to increase
efficiency. Considering the above mentioned problems and
taking advantage of our lightweight system, we established
a distributed facial recognition model based on three parts.
5G cameras capture the video and send it directly to the
locally available mobile edge server to undergo required
tasks such as face detection, landmark detection, alignment,
and required feature extraction. As mentioned in Fig. 10,
the database server is just responsible for matching the
features with the available database to identify the person.
The workload on server and time delay can be reduced
by performing partial computation operations on edge
devices. The central server can be located anywhere in
cyber-space.

0.01012335

0.01510801 0.02065417

0.03000443

0.03606371 0.04037513 0.05341495 0.06099351

Fig. 9 Qualitative detection results of the proposed approach for some sample faces from 300W full dataset. The ground-truth landmarks are
marked in green color (top row), while our predicted landmarks are in blue color with estimated NRMSE (bottom row)
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Fig. 10 A comprehensive facial
recognition model for 5G
Camera based Cyber-Physical
Surveillance Systems

Registration / Enrollment

6 Conclusion and future work

The innovation of 5G technology and its rapid growth
have enabled fast communication between IoT devices and
the cyber domain. The surveillance video management
system 1is rapidly expanding its scope and applications.
The use of 5G technology in smart cities enables the
integration of real-time video observations with access
to specific locations. This paper has demonstrated an
occlusion-adaptive attentive deep network as another way
to address FLD problems. Specifically, we introduced
channel-wise attention and spatial attention in an already
established attention-adaptive deep network model to
improve its performance. The objective is to enhance the
representation of interest, model occlusion, capture holistic

@ Springer

Recognition / Verification

~

¥

5G Cameras

facial features, and handle spatial distortion. The whole
framework was tested on various benchmark datasets with
different settings and compared against many state-of-
the-art methods. The proposed method reduces the error
from 4.17 to 3.82 for the 300W Full-set dataset. After
training on Menpo dataset, error reduces up to 3.63,
which is 13% decrease in error than ODN. Results proved
that our proposed approach detects facial landmarks more
accurately than existing methods. Considering the proposed
model’s property of lightweight parameters, we proposed
an efficient distributed facial recognition model. Taking
advantage of our model’s robustness, the implementation of
facial expression recognition is in our next research plan.
At last, we also intend to implement a parallel computing
version for more efficient and fast processing.
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